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How i s  the  Secur i t y  Ru le  s t ruc tured?
The safeguards required by HIPAA’s Securi ty  Rule are  divided into three
categories;  administrat ive,  physical  and technical .   The three safeguard
categories  are  fur ther  divided into  s tandards  that  descr ibe what  each
covered ent i ty  must  do to  meet  the object ives  of  the Securi ty  Rule.  In  some
cases,  the s tandard i tself  contains enough information to describe
implementat ion requirements ,  so there is  no separate  specif icat ion.   Other
standards have associated “implementat ion specif icat ions” that  expand on
or  explain what  is  required by the s tandard.

H o w  d o e s  a  c o v e r e d  e n t i t y  d e c i d e  w h a t  t o  d o ?
All  s tandards are required and must  be met .   Implementat ion specif icat ions
are ei ther  “required” or  “addressable”.   A required implementat ion
specif icat ion means just  that ;  i t  must  be done.   An addressable
implementat ion specif icat ion must  be “assessed” and “reasonable and
appropria te”  act ion taken.  Each covered ent i ty  must  base their  decis ion as
to what  is  “reasonable and appropriate” on i ts  r isk analysis ,  i ts  mit igat ion
stra tegy for  those r isks ,  securi ty  measures  a l ready in  place,  and the costs
of  al ternat ives.   Once that  has been done the fol lowing decis ion s teps
apply.   I f  an addressable implementat ion specif icat ion is  determined to be:

· reasonable  and appropria te  given the c i rcumstances  of  the  covered
entity,  i t  must be implemented;

· unreasonable  or  inappropr ia te ,  but  the  s tandard cannot  be  met
without i t ,  then an al ternative measure that  accomplishes the same
end must  be put  in  place;

· unreasonable  or  inappropriate ,  or  s imply not  appl icable  to  the
si tuat ion,  and the s tandard can be met  without  the specif icat ion or
al ternat ive,  then nothing beyond the s tandard needs to  be put  in
place.

In al l  cases the covered enti ty must  document how i t  is  meeting the
standards and implementat ion specif icat ions.  The rat ionale for  the
selection of an al ternative safeguard,  or  to not  implement anything at  al l ,
must  be documented with part icular  thoroughness.

See also:
45  CFR 164 .306

Standards  and  Implementa t ion
S p e c i f i c a t i o n s

(Required  vs .  Addres sab le )


